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1 INTRODUCTION
The widespread adoption of large language models (LLMs) in
various domains has led to the development of increasingly
complex architectures, often exceeding trillions of parame-
ters [5]. Training these models requires a massive compu-
tational infrastructure, relying on datacenters that deploy
thousands of GPUs operating in parallel [5, 7]. In these data-
centers, maintaining flow and packet-level statistics within
ASIC switches is a critical telemetry strategy for performance
analysis and debugging.

However, the scalability of existing telemetry solutions is
increasingly constrained by the rapid growth of GPU train-
ing clusters, whose scale is expanding faster than the mem-
ory capacity of modern switch data planes. This memory
bottleneck is further exacerbated by the shift in large-scale
GPU communication toward aggressive multipath strategies,
such as packet spraying [1, 2]. Unlike traditional Equal-Cost
Multi-Path (ECMP) routing, these techniques significantly
increase the volume of concurrent flow states that switches
need to track. Consequently, while classical telemetry data
structures are efficient for traditional Data Center Networks
(DCN), they are suboptimal for the distinct traffic character-
istics and scale of modern AI/ML clusters.

Figure 1 shows the in-switch memory utilization required
to track 99% of flows using three representative data struc-
tures for the counting of per-flow packets, namely Count-
MinSketch, ElasticSketch [9], and FlowLidar [6]. Flows were
derived from three synthesized traces that replicate the traffic
profile of a ToR switch within a 2048-GPUs fat-tree topology
running large-scale AI/ML training job such as DeepSeek-
v3, DeepSeek-v4, and projected future models. These traces
were generated by applying the traffic characteristics i.e.,
number of flows and the flow-size distribution, observed in
SimAI [8]. Accurately tracking at least 99% of flows is crit-
ical for distributed ML training workloads due to the tight
synchronization required across thousands of GPUs. Even a
single delayed or degraded flow can introduce stragglers that
stall collective communication operations and slow down
the entire training job. Consequently, trading telemetry ac-
curacy to lower memory consumption is undesirable in this
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Figure 1: Memory footprint comparison of state-of-the-
art telemetry solutions for different scenarios. Modern
switch ASICs provide O(10MB) of data-plane memory.

environment, as missing even a small fraction of anomalous
flows can severely impact end-to-end performance.

Contextualizing these requirements against the available
memory for stateful operations in commodity programmable
switches [3], reveals a critical bottleneck. As each new gener-
ation of AI models grows in scale and complexity, the result-
ing explosion in concurrent network flows causes telemetry
data structures to rapidly exhaust the limited on-chip mem-
ory available within switch ASICs. This creates a critical
resource contention problem: memory heavily allocated to
monitoring and flow accounting is no longer available for
other essential data-plane functions, such as access control
lists (ACLs), routing and forwarding tables, to name a few.
Most importantly, existing telemetry solutions often operate
far from the theoretical memory lower bound, typically re-
quiring between 5× and 13× more memory than the ideal
baseline of one counter per observed flow, placing high pres-
sure on already scarce switch resources.

This divergence stems from the assumption that traffic is
unknown apriori in traditional DCN. To prevent ASIC mem-
ory exhaustion when monitoring a potentially unbounded
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Figure 2: Overview of an in-switch per-flow packet
counting solution using perfect hashing.

flow space, traditional telemetry solutions use probabilis-
tic data structures. By compressing flow states via hashing,
these designs intentionally trade accuracy for a smaller mem-
ory footprint. However, because standard hash functions
are prone to collisions, these systems are forced to heavily
over-provision memory to maintain very high accuracy i.e.,
99-100%, required by modern applications, ultimately driving
the severe overhead observed in Figure 1.

A fundamental distinction of AI/ML training workloads is
that flows are highly predictable; indeed, GPUs consistently
communicate using repetitive patterns across training itera-
tions. This determinism allows us to improve upon existing
solutions by leveraging perfect hashing [4]. A perfect hash
function (PHF), denoted as ℎ(𝑘), maps every key in a known
set of flows 𝑆 to a unique, distinct index. For in-switch packet
counting, a PHF guarantees that each flow maps to a dis-
crete, unique memory location, thereby eliminating colli-
sions and the resulting need for memory overprovisioning.
While constructing a PHF requires prior knowledge of the
flow set 𝑆 , an infeasible requirement for the stochastic traf-
fic of traditional datacenters, the deterministic nature of
AI/ML workloads makes this approach highly practical in
our settings. As shown in Figure 1, a PHF-based architecture
enables the tracking of all concurrent flows with negligible
memory overhead, representing a substantial improvement
over traditional designs. Furthermore, the total elimination
of collisions ensures 100% measurement accuracy, achieving
deterministic precision that is unattainable with probabilistic
data structures.

2 OUR PROPOSAL
Figure 2 details our perfect hashing solution for per-flow
packet counting in switches. Prior to training, a flow esti-
mator ingests the AI/ML workload and datacenter routing
topology to predict the exact flow set traversing each switch,

using either simulation or analytical modeling. A PHF Gener-
ator then uses these per-switch estimates to construct custom
PHFs, which are subsequently deployed to the corresponding
switches. At runtime, upon packet reception, the switch ex-
tracts a flow identifier (FlowID) e.g., source IP address, or full
5-tuple, matching the granularity of the installed PHF. The
FlowID is then hashed through the PHF, which will output a
unique memory location or bucket holding the correspond-
ing packet counter for that specific flow. The switch updates
this counter while simultaneously forwarding the packet
to its next hop. By eliminating hash collisions entirely, our
approach bounds the required memory to exactly one bucket
per expected flow, drastically outperforming classical data
structures. Furthermore, the memory overhead required to
store modern PHFs is negligible (about 3 bits/flow [4]).
While this architecture offers significant potential, we

acknowledge that it introduces some critical challenges ne-
cessitating further in-depth research and analysis.
Challenge 1: In-hardware implementation. PHF storage
within switch memory is minimal, as modern PHFs require
about 3 bits/key. However, the resources required to compute
the hash in a switch with a PHF need careful consideration.
Modern PHF are more computationally advanced than tradi-
tional hash functions. This complexity could pose a challenge
for implementing these functions in the switch ASIC. Alter-
natively, a cross-layer approach could be leveraged where
end-hosts pre-calculate the PHF and tag packets with the
target memory index, offloading the computational burden
from the switch fabric to the network edge. For example, it
could prove useful to leverage the IPv6 flow label field within
IPv6 header to implement the proposed solution.
Challenge 2: Estimation Drift. A PHF only guarantees
collision-free mapping for its predefined input set. In a dy-
namic datacenter environment, actual ground-truth traffic
may occasionally deviate from the initial estimate, necessi-
tating a system that is either aware of these discrepancies
or resilient to them. For example, this is the case of unpre-
dictable flows resulting from unexpected network failures.
Any of these cases may result in an unexpected flow iden-
tifier to be hashed through the PHF, which may map to an
occupied bucket and cause a collision. Beyond refining the
per-flow estimate to account for anomalous behavior, system
robustness can be enhanced by incorporating an auxiliary
validation mechanism. This component identifies out-of-set
flows and redirects them to a secondary fallback structure,
ensuring accurate packet counting for traffic not captured
by the primary data structure.
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